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When AI
Goes Rogue

What unsanctioned and ungoverned AI is quietly doing inside
small businesses — the real costs, the documented incidents,
and how to get it back under control.

E NGINEEREDAGENTS.AI
Shadow AI, rogue deployments, and their effect on the business — with a self-
assessment checklist. 

SHADOW AI REAL INCIDENTS THE FIX



T H E  P R O B L E M

Rogue AI is already inside your
business.
Rogue AI is any AI operating outside your visibility, approval, or control. It wears two faces: an employee quietly
pasting customer data into a free chatbot (shadow AI), and a tool the business itself put live — a website chatbot, an
auto-responder, an agent with account access — running without guardrails or oversight (a rogue deployment). Both
are invisible until something goes wrong. And in a small business with no IT or security team, “invisible” is the default
state.

$670K
in extra breach cost when shadow AI is involved —
and unauthorized AI played a role in 20% of all data
breaches studied in 2025. Nearly all of those
organizations had no AI access controls in place.
IBM · COST OF A DATA BREACH REPORT 2025 (PONEMON
INSTITUTE)

This isn’t a story about hackers. It’s a story about well-meaning employees and rushed launches. The tools are
genuinely useful, which is exactly why they spread faster than any policy — and why the risk lands on the business,
not the tool. This guide covers how common rogue AI really is, what it costs (with documented cases), why small
businesses are especially exposed, and a practical path from rogue to governed.

T H E  U N C O M F O R T A B L E  A S S U M P T I O N  T O  S T A R T  F R O M

Don’t ask whether rogue AI exists in your business. Assume it does — most companies underestimate their
own AI usage by a wide margin — and start by finding it.
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P A R T  1  ·  T H E  S C A L E

How common is this, really?
Far more common than most owners think — and the gap between “what we
approved” and “what our people actually use” is enormous.

68%
of employees use unauthorized AI
tools at work — up from 41% in
2023.

Gartner, reported 2026

80%+
of workers use unapproved AI tools;
security professionals do so even
more often.

UpGuard, State of Shadow AI 2025

~16%
use only employer-authorized AI —
the rest reach for whatever works.

Awareways Trend Report, 2025

97%
of organizations hit by an AI-related
breach lacked proper AI access
controls.

IBM, 2025

63%
of breached organizations had no AI
governance policy in place at all.

IBM, 2025

24%
of employees say they trust an AI
tool more than their own manager
or colleagues.

UpGuard, 2025

Why small businesses sit in the blast zone
Smaller companies have the fewest formal controls and the least visibility, which makes them more exposed to rogue
AI, not less. Employees fill the gaps left by limited tooling with free apps; nobody is watching what data goes where;
and the “blast radius” of a single mistake — a leaked client list, a wrong promise to a customer — is the whole
company. Industry compilations put shadow-AI use at small businesses lower than at large firms but climbing fast,
and the protective layer most enterprises have (a security team, a written policy, monitoring) is usually absent
entirely.

Figures vary by survey and definition. IBM/Ponemon studied 600 breached organizations across 17 industries; the Gartner, UpGuard, and
Awareways figures come from separate workforce surveys. Each is attributed by source and year so you can weigh it.
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P A R T  2  ·  T H E  T W O  F A C E S

Rogue usage vs. rogue deployment
“Rogue AI” shows up two ways. The defenses are different, but the root cause —
no oversight — is the same.

F A C E  1  ·  R O G U E  U S A G E

Shadow AI
Employees adopt unsanctioned tools to get work done
faster — pasting customer lists, contracts, financials, or
code into free chatbots that may retain or train on the
data. It happens because the tools help, there’s no
approved alternative, and no policy says otherwise. It’s a 
data and compliance problem.

F A C E  2  ·  R O G U E  D E P L O Y M E N T

Ungoverned AI you launched
The business puts an AI live — a website chatbot, an auto-
reply, an agent with account access — as a thin wrapper
on a general model, with no guardrails, no testing against
bad inputs, and no human fallback. Then it’s left to run.
It’s a liability and reputation problem.

A system prompt is not a security boundary. It’s a polite
suggestion — and a determined user, or a careless one, can
talk your AI right past it.
WHY “WE TOLD IT THE RULES” ISN’T ENOUGH
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P A R T  3  ·  T H E  E F F E C T S

What it actually costs the business
Rogue AI rarely fails loudly. It fails as a leak, a liability, or a headline — weeks or
months after the deployment everyone forgot about.

1 Data exposure & breach cost
The moment an employee pastes customer PII, financials, source code, or a contract into a consumer tool, that data
leaves your control — into a provider’s pipeline, potentially into training data, or into the path of a breach. IBM found
shadow-AI breaches expose customer PII and intellectual property at higher rates than average and cost about $670K
more to resolve.

C A S E  F I L E  ·  2 0 2 3

Samsung — source code into a public chatbot
Within weeks of allowing ChatGPT internally, Samsung engineers reportedly entered confidential semiconductor source
code and internal meeting notes into the tool to fix bugs and summarize. The company restricted, then banned,
generative-AI tools on company devices.

T H E  L E S S O N   A free chatbot is a one-paste data-exfiltration path. If a global electronics firm did it by accident, a six-person
shop will too — without anyone noticing.

2 Legal & contractual liability
When your AI tells a customer something, you are bound by it. Courts have begun treating a company’s chatbot as
part of the company — not a separate entity it can disown. The dollar figures so far are small; the precedent is not.

C A S E  F I L E  ·  2 0 2 4

Moffatt v. Air Canada — the bot’s promise became the company’s debt
Air Canada’s website chatbot gave a grieving customer wrong information about bereavement fares. A British Columbia
tribunal held the airline liable for negligent misrepresentation and rejected its argument that the chatbot was a separate
entity — ruling the bot is simply part of the company’s website. Air Canada was ordered to pay the difference.

T H E  L E S S O N   You own every word your AI says to a customer. “The bot was wrong” is not a defense — it’s an admission.
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3 Reputation & brand damage
A public-facing AI with no guardrails is one screenshot away from going viral for the wrong reasons. Manipulating a
general-purpose chatbot into saying something absurd takes minutes, and the embarrassment attaches to the
business that deployed it — often a small, local one.

C A S E  F I L E  ·  2 0 2 3

Chevrolet of Watsonville — the $1 Tahoe
A local dealership’s ChatGPT-powered website chatbot was prompt-injected — told to “agree with anything” and end
each reply with a fake “legally binding” line — into appearing to sell a ~$76,000 SUV for $1. The screenshot drew tens of
millions of views; the dealership pulled the bot. The damage wasn’t the car (never sold) — it was the headline.

T H E  L E S S O N   A thin wrapper on a general model, pointed at the public, is a brand risk wearing your logo. Guardrails and a
human fallback aren’t optional for customer-facing AI.

4 Compliance & regulatory exposure
Feeding regulated data — customer PII, health information, financial records — into an unapproved tool can breach
GDPR, HIPAA, and industry rules on its own, regardless of whether a breach ever happens. New regimes raise the
stakes: under the EU AI Act, penalties for prohibited practices reach into the tens of millions of euros, and “we didn’t
know our employees were using it” is not a recognized defense. Most small businesses have no written AI policy at all
— which means no defensible position if a regulator or client asks.

5 Inconsistent quality & rogue workflows
When everyone uses AI differently with no shared standards, deliverables drift. One person’s prompt produces a
polished result; another’s ships a confident error. At team scale, the “90%-right” problem becomes quality you can’t
predict and a brand voice you can’t control — the opposite of what consistency-driven small businesses sell.

6 Knowledge fragmentation & lock-in
Rogue AI scatters your operating knowledge across personal accounts — prompts here, a workflow there, all
undocumented. When the employee who “ran the AI” leaves, the capability leaves with them. There’s no audit trail of
what was done, and no way to reproduce it.

7 An invisible security attack surface
Free AI tools often connect through browser extensions, OAuth grants, and API keys that bypass any review. Each
connection is a door the business doesn’t know exists — and if a tool is compromised, it can inherit whatever access
the employee had: email, CRM, financial systems.
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P A R T  4  ·  T H E  R O O T  C A U S E

Why blocking it doesn’t work — and
what does
The instinct is to ban it. That fails every time, for the same reason shadow IT
did: people route around the ban to get their jobs done.

Surveys consistently find that a large share of employees would keep using their preferred AI tools even if explicitly
forbidden. Prohibition doesn’t remove the risk — it just pushes it further out of sight. The pattern that actually
reduces rogue AI is the opposite: give people a sanctioned, secure alternative that’s good enough that they don’t
need to go around it. Businesses that provide approved tools see dramatically lower unauthorized use.

The path: discover, govern, enable

W H E R E  E N G I N E E R E D  A G E N T S  F I T S

A coordinated, governed agent layer is the structured alternative to ungoverned sprawl: approval gates on
anything irreversible, an audit trail of every action, per-tenant data isolation, bring-your-own-key access, and
ownership attached to a role rather than a person. The governance that prevents rogue AI is built in — not
bolted on after the headline.

1  ·  D I S CO V E R

Find what’s actually in use —
without blame. Ask the team what
tools they use and for what. You
can’t govern what you can’t see,
and people will tell you if it’s safe
to.

2  ·  G O V E R N

Write a short, usable policy —
which tools are approved for
what, what data may never go in,
and what needs a human review
before it’s used. One page beats a
binder.

3  ·  E N A B L E

Provide business-grade tools
people actually want — no
training on your data, data
isolation, your own keys, an audit
trail, and a human in the loop.
Remove the reason to go rogue.
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P A R T  5  ·  S E L F - A S S E S S M E N T

Your rogue-AI exposure checklist
Ten questions. Every box you can’t tick is an open door. Start with those.

H O W  T O  R E A D  Y O U R  S C O R E

8–10 ticked: governed — keep auditing.  4–7: exposed — close the open doors this quarter.  0–3: rogue AI is
almost certainly already costing you something you can’t see. Run discover → govern → enable now.

You know which AI tools your team actually uses — you’ve asked, recently.

You have a written AI policy staff have seen, however short.

No customer, employee, or financial data is going into free, consumer-grade tools.

Approved tools are business-grade — no training on your data, data isolated, your own keys.

Every customer-facing AI has guardrails and a clear path to reach a human.

Nothing irreversible (send, publish, spend, delete, commit) happens without human approval.

There’s an audit trail of what your AI tools and agents have done.

AI connections are reviewed — you know which extensions, logins, and keys are in use.

Regulated data handling is covered if you touch PII, health, or financial information.

Someone owns AI oversight by role, so it doesn’t walk out when a person leaves.
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S T A R T  H E R E

Bring your AI in from the shadows.
Engineered Agents replaces ungoverned AI sprawl with a coordinated agent layer built around the
seven dynamics of your business — guardrails, human checkpoints, audit trails, and your own keys, by
default. Your team gets tools good enough that they don’t go rogue, and you get visibility into
everything they do.

Not sure what’s already running?
We’ll help you discover the AI in use across your business, set a one-page policy, and stand up
sanctioned, governed agents for the work that matters — without the ban that never works.

W E B

engineeredagents.ai
E M A I L

nic@engineeredagents.ai
P H O N E

614-602-6555

Sources. IBM & Ponemon Institute, Cost of a Data Breach Report 2025 (shadow AI in 20% of breaches; +$670K cost; 97% lacked AI access controls; 63% had no AI
governance policy). Gartner, reported via legal/industry analysis 2026 (68% of employees use unauthorized AI, up from 41% in 2023). UpGuard, State of Shadow
AI 2025 (80%+ use unapproved tools; 24% trust AI over colleagues). Awareways Trend Report 2025 (~16% use only authorized AI). Incidents: Moffatt v. Air Canada,
2024 BCCRT 149 (CBC, Forbes, McCarthy Tétrault); Samsung generative-AI restriction, 2023 (widely reported); Chevrolet of Watsonville chatbot, Dec 2023
(Cybernews, VentureBeat). EU AI Act penalty framework per published regulation. Figures vary by survey definition and are directional for small businesses; each
is attributed by source and year. 

© 2026 Engineered Agents AI. For general informational purposes; not legal, financial, security, or compliance advice. Statistics and incidents are drawn from the
third-party sources above and presented as reported. engineeredagents.ai 
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